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Securing the nation’s ports represents
one of the most complicated
undertakings in homeland security
because of the high volume of traffic
and large number of parties involved.
Timely, accurate data sharing is at the
heart of the challenge.
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At the federal level, port security falls Related story links

under the government’s maritime
domain awareness (MDA) initiative.
That effort seeks to create a common
operating picture that federal, state
and local agencies with maritime
security responsibilities can share.
The Defense and Homeland Security
departments spearhead the
interagency MDA effort, which also
involves the Transportation
Department.

Coast Guard fuses data
sources

No easy path to integrated
MDA

Funding short for port
security, GAO says

A long haul for freight
security

Homeland Security’s

Locally, ports have their own security
high-tech gamble

priorities. The job at this level also
calls for the cooperation of multiple
parties, including port employees,
terminal operators, shipping
companies and truckers. Most ports
are near urban areas, so adjacent
police, fire and emergency services
agencies also come into play.

Commerce versus security

Newsletters
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Data sharing permeates MDA at all

levels. Relevant data must be Daily

collected from varied sources, put Defense

together in a meaningful way and Homeland Security
made available to the appropriate Security

parties. To make all that happen, it is State and Local
necessary to identify key stakeholders
and data sources, put cooperative
agreements into place, and assemble
the technical means for culling and

distributing data.

To learn more, click here.

“This is very complex,” said Zachary Tumin, executive director of the

Leadership for a Networked World Program at Harvard University’s John F.

Kennedy School of Government. “There are very different missions and
very different organizations involved here. They all see part of the picture,
but none of them see all of the picture.”

Anthony Cresswell, interim director of the Center for Technology in
Government, said efforts such as MDA extend beyond technical
considerations.

“It's not just about getting databases to communicate or establishing data
standards,” he said. “That is important, but all the bits and pieces of the
technology are embedded in a very complicated policy framework and
business process.”

Federal agencies and local port authorities are making progress in
maritime security, but many challenges remain, including obtaining the
cooperation of stakeholders, managing cross-boundary efforts and building
incident response capabilities.
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A virtual information grid

Maritime security got increased
attention after the 2001 terrorist
attacks, but still greater emphasis
came in 2004 with National Security
Presidential Directive 41 and
Homeland Security Presidential
Directive 13. Those directives set
policy guidelines for securing the
seaboard and gave rise to the
National Strategy for Maritime
Security.

Click here to comment on
this article

Related story links

Coast Guard fuses data
sources

No easy path to integrated
MDA

The National Plan to Achieve Maritime
Domain Awareness is one of eight
plans that fall under the national
strategy. The MDA plan describes a
series of information-sharing priorities
including creation of a virtual
information grid extending across
federal, state, local and international
agencies. The MDA plan was
published in 2005.

Funding short for port
security, GAO says

Along haul for freight
security

Homeland Security’s
high-tech gamble

Commerce versus security

That same year, a community of
interest (COI) began to form around
the issue of sharing maritime security
data. The MDA community first
focused on automatic identification
system (AIS) data. AlS lets ships
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communicate identity and location Daily

information, but such data exists in Defense

multiple locations, impeding a unified Homeland Security
view. The Coast Guard, Navy and Security

DOT all have AIS information. State and Local

“Each has some data on their world,” To learn more, click here.
said Tumin, who wrote a 2007 MDA
case study. “How do they bring
together [data] to provide a shared set
of facts about the world and a shared set of facts about the domain?”

Tumin’s paper identified a number of data silos, including the Navy's
Automatic Identification System Rapid Deployment Capability Shipboard
program, the Coast Guard’s emerging National Automatic Identificati on
System, and Maritime Safety and Security Information System for U.S.
Naval Forces Europe, run by DOT'’s Volpe Center.

Technology is not the core issue in encouraging various parties to share,
said Bruce Brown, special assistant to DOD’s deputy chief information
officer.

“Ninety percent of the problem is cultural,” he said.

To bridge the cultural and data divide, the parties embraced the COI

methodology. In the DOD context, a COI pursues a particular data-sharing

problem and focuses on producing results quickly.

“Let’s start small and move quickly and get some quick wins,” Tumin said,
describing the COI approach. “That's very effective in cross-boundary
environments.”
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The MDA COI got under way with the
Navy and Coast Guard providing
executive sponsorship. The focus then
shifted to technology. The group
chose service-oriented architecture as
the technical underpinning for sharing
AIS data. The goal was to share an
infrastructure and Web services rather
than linking data sources through
one-off, point-to-point integrations.

A company called Solers is using the
Defense Information Systems
Agency’s Net-Centric Enterprise
Services, said Trey Rhiddlehoover, the
company’s director of Global
Information Grid solutions. The
Arlington, Va.-based company has a
contract with the Navy's Space and
Naval Warfare Systems Center.
DISA’s Net-Centric Enterprise
Services aims to provide a
SOA-based mechanism for data
sharing.
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That information doesn’t necessarily include a ship’s call sign, for instance,
State and Local

but the augmentation system is designed to tap authoritative sources for

Security that kind of information, Rhiddlehoover said.
Technology
Telework Tumin said SOA and COI approaches worked well together. “This was a
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perfect storm of a methodology to rapidly develop innovation...and a
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Portside activities
As federal efforts advance, individual ports are also taking on security and
data-sharing issues.

=% FCW.com DOWNLOAD

“Since 9/11, ports have really made tremendous progress in improving
their security posture,” said Ted Langhoff, director of the port and cargo
security practice at Unisys Federal Systems.
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He said prevention and detection measures have been the primary port
security pursuit during the past five years. Those measures cover
everything from fences to radar and other more sophisticated systems. But
now, ports are beginning to tackle incident response and recovery,









